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Stop Account Takeover 
Fraud Before It Starts 
Fraudsters are after your account. They pose as 
your financial institution to trick you into handing 
over personal information. Once they have it, they 
can lock you out and steal your money. 

Fraud Text Alert: Did you 
authorize a payment for 
the amount of $500.00? 

 
Click on the link https:// 
mymoney.com/authorize 
if you authorized the 
activity; if not, send a 
reply text to this phone 
number. 

 
 
 
 

How It Happens 
• It often starts with a fake text (like the one shown 
here) or email claiming to be from FRONTIER 
STATE BANK. You might see a warning about a 
suspicious transaction and be asked to quickly 
confirm details. 

 

 
 
 
 

 How to Stay Safe 
• Ignore unexpected texts, emails, and calls asking for 
personal or account details. FRONTIER STATE BANK will 
never ask for sensitive information this way. 

• Don’t click on links or call numbers from 
suspicious messages. 

• If in doubt, contact FRONTIER STATE BANK directly 
using a trusted phone number or website. 

• Next, the fraudster might call you directly, 
pretending to cancel the payment. They’ll ask for 
personal information – like your login credentials 
or a security code – so they can “verify your 
identity.” 
 
 
 

 

 
 

If you think you’ve been targeted, contact    
FRONTIER STATE BANK 

                         immediately. 
 

              Website:  https://www.frontier-ok.com/ 
                   Customer Service:  405-672-7831 
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How to Spot, Avoid, and Report Identity Theft 


	Stop Account Takeover Fraud Before It Starts
	How It Happens
	How to Stay Safe


